EULEX KOSOVO Privacy Statement
for the purpose of

Processing personal data related to the extraordinary measures in view of the COVID-19 emergency 
by the EUROPEAN UNION RULE OF LAW MISSION IN KOSOVO (EULEX KOSOVO)
	1. INTRODUCTION

	 The protection of your privacy including your personal data is of great importance to the European Union and to the CSDP European Union Rule of Law Mission in Kosovo (hereafter “Eulex Kosovo ”) When processing personal data we reflect the provisions of the charter on Fundamental Rights of the European Union, and in particular its Article 8. This privacy statement describes how Eulex Kosovo processes your personal data for the purpose it has been collected and what rights you have as a data subject. 

Your personal data is processed in accordance with the principles and provisions laid down in the pertinent legislation on data protection, including the Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection of natural persons with regard to the processing of personal data by the Union institutions, bodies, offices and agencies and on the free movement of such data, and repealing regulation (EC) no 45/2001 and decision no 1247/2002/EC as of 11 December 2018, aligned with the provisions of the general data protection regulation (EU) 2016/679 and in accordance with the CivOpsCdr instruction 12-2018 and with the Eulex Kosovo Standard Operating Procedure(SOP) on the protection of personal data .

The Mission aims at implementing data protection fully in line with the standards set out in the new legal framework using flexible privacy friendly tools with appropriate safeguards. All data of a personal nature - namely data that can identify you directly or indirectly - will be handled fairly and lawfully with the necessary care.



	2. PURPOSE OF THE PROCESSING OPERATION

	The overall purpose of the activities covered in this record is to ensure the compliance with public health requirements during the emergency, protection of all EULEX Kosovo staff and third parties by containing and preventing the spread of the COVID-19.

For this purpose, additional data, including medical related data, is collected and retained. Health related data is primarily collected and retained by EULEX Kosovo Medical Advisor(s) and in special cases may be coordinated with the EULEX SDCD or the CPCC COVID-19 Taskforce. Travel related data is collected for the purpose of implementing the confinement requirements imposed by the host country and /or by the EULEX Kosovo Medical Unit in addition to arranging medical evacuations related to COVID -19. Where the standard procedures of EULEX Kosovo apply and no additional data is collected or processed, the documentation recording data processing activities and their linked Privacy Statements are applied in full.
 

	3. DATA PROCESSED

	In order to achieve the set purposes, several data processing activities are necessary:

1. Processing or additional data, including health related data for the purpose of protection of public health and notification to the staff and other individuals.

In case contaminated individuals or persons at risk are identified, personal data including health related data is collected. Staff consults EULEX Kosovo Medical Advisor(s) in case contamination is established or suspected. These individuals may be required to stay in isolation following requirements of the host country and/or the EULEX Kosovo Medical Advisor and to provide the identity of other individuals with whom they were in contact. The identified persons are tracked and notified accordingly.

The disclosure of the name of a person contaminated or suspected to be contaminated is to be avoided. In accordance with the data minimalization principle, the staff and other individuals who were identified as close contacts of an infected individual, to the extent possible should receive only "de-personalised" information. 

Following the instructions of the Civilian Operation Commander, the additional medical information might be collected and retained about the staff who fall under the group of vulnerable staff. The purpose of this information is to protect the staff who are identified as having higher risk to become seriously ill if infected. The staff identified as vulnerable may be required to present additional information about their health condition or to undergo additional medical examination. This information is transferred exclusively to EULEX Kosovo Medical Advisor(s). The disclosure of the name of the person falling under the category of vulnerable staff should be avoided. The names of the vulnerable staff can be disclosed only to those units who might need to take a special action related to the status of the vulnerability, such as SDCD, HR, CPCC Corona Task Force and others.

Adequate but limited data only relevant for the purpose may be transferred to the CPCC COVID-19 Taskforce, local hospitals or to national authorities, as appropriate. 

2. Storage of specific data related to COVID-19.

Specific data required for emergency measures and follow-up on cases of contamination and suspected infection and information on vulnerable staff, need to be stored in properly secured folders for the explicit purpose of protection of health.

3. Access control for staff and visitors at Headquarters.

During the emergency period, the access to the Headquarters is limited to certain category of staff depending on business continuity requirements. Entry to the premises during confinement periods is not strictly regulated. 
Visitors are not allowed to access the Headquarters without clearance. In case visitors will be allowed to access the Headquarters, EULEX Kosovo will require to be provided information about any possible flu-like symptoms. This information will not be collected for further processing. For access control purposes only, the standard personal data to enter premises are processed (name, ID/Passport number, etc.).

4. Coordination of repatriation, emergency evacuation, voluntary return and facilitation of "rotation" programme for the purpose of returning to the EU.

To assist the effective coordination in cases of repatriation, emergency evacuation, and voluntary return or to facilitate a “rotation” program for the purposes of returning the EU, specific data processing takes place by receiving information and creating a consolidated list of staff members departing or entering the host country. Additional personal data might be collected by the EULEX Kosovo Medical Unit as well as the EULEX Human Resources Department in order to facilitate the travel arrangements. 
Processing of personal data for the purposes of evacuations including medical evacuation is managed by staff from the EULEX Kosovo Medical Unit. The names of evacuated staff members should not be disclosed to any other staff member other than on a need to know basis. The names of evacuated staff members may be disclosed to authorities of the host and neighbouring countries in order to comply to public health and travel requirements.
5. Information about potential vaccination

Following any request of host authorities or the CPCC, EULEX Kosovo will collect and process personal data required for planning purposes to prepare for the efficient distribution of the vaccine. The data may be transferred to the relevant institutions of the host authorities. The data processing does not in any way represent the consent of the staff to be vaccinated. 

EULEX Kosovo will collect the data on who is vaccinated in order to ensure smooth travel arrangement to the staff. The information on who is vaccinated shall be processed by the Medical Advisor(s).

6. Processing of personal data for the purposes of office disinfection

In accordance with safety measures in place for the corona emergency, the offices of staff members contaminated or suspected to be contaminated with COVID-19 must be disinfected. In order to carry out the necessary duties, EULEX Head of Technical Services and/or the Building Management Unit, need to receive the office numbers of suspected/probable/confirmed cases from the EULEX Kosovo Medical Advisor(s). There will be no retention or onward transmission of this information and only the office numbers are to be processed. 



	4. CONTROLLER OF THE PROCESSING OPERATION

	The Controller determining the purpose and the means of the processing operation is EULEX Kosovo. The staff and units identified in Sections 3 and 5 are responsible for managing the personal data processing operation which is under the supervision of the Head of Mission.


	5. RECIPIENTS OF THE DATA

	The recipients of the personal data may be:

· EULEX Kosovo Head of Mission; 

· EULEX Kosovo Medical Advisor(s);

· Assigned staff of the EULEX Medical Unit 

· Dedicated EULEX Kosovo SDCD staff members; 

· Assigned staff of the EULEX Kosovo Senior Management Team;

· Assigned staff of the EULEX Human Resources Department in cases defined in part 3

· Assigned staff of the EULEX Building Management Unit in cases defined in part 3.
· CPCC COVID Taskforce.

· Authorities of the host and neighbouring countries in order to comply to public health and travel requirements (MEDEVAC Operations only).

· Local Health Care Facilities and Services 
· External suppliers selected following the procurement procedure in cases of medical evacuation Given the sensitivity of health data, it should only be processed by the Medical Advisor(s). However, during the COVID-19 emergency, other EULEX KOSOVO staff might need to process the health related data for purposes such as contact tracing, medical evacuation, adhering to the requirements of the host countries and others. The staff dealing with these security or administrative procedures should sign a specific confidentiality declaration and they should be reminded of their confidentiality obligations regularly. The staff that needs to sign the specific confidentiality declaration is identified by the data controller.
EULEX KOSOVO may reach out to the third countries and their authorities to organise repatriation transportation/flights, gain entry authorisation, extension of visas, MFA cards, or communicate other information required by the authorities of the host or neighbouring countries. 
The personal data may be transferred to the third countries. While EULEX KOSOVO may transfer personal data to the third countries, EULEX KOSOVO is following the requirements of the SOP on Personal Data Protection. There is no reason to assume that the data subjects’ legitimate interests might be prejudiced and it is proportionate to transmit the personal data for the specific purpose defined above. 


	6. PROVISION, ACCESS AND RECTIFICATION OF THE DATA

	You have the right to access your personal data and the right to correct any inaccurate or incomplete personal data, as well as to request the removal of your personal data, if collected unlawfully, which will be implemented within 10 working days after your request will have been deemed legitimate. If you have any queries concerning the processing of your personal data, you may address them to the functional mailbox: info@eulex-kosovo.eu
 

	7. LEGAL BASIS for the processing operation 

	Legal basis:
· Council Joint Action 2008/124/CFSP, dated 04 February 2008 together with subsequent Council Joint Actions and Decisions amending and extending Joint Action 2008/124/CFSP, the latest being Council Decision (CFSP) 2021/904

· Revised Operational Plan (EEAS(2021/540 dated 18/05/2021)

· Civilian  Operations Commander Instruction 12/2018 on the SOP on Personal Data Protection

· Field Security Handbook for the protection of personnel, assets, resources and information of civilian CSDP missions.

· Mission Security Plan..

· Civilian Operations Commander’s Instructions 27/2020, 28/2020 and other instructions on handling the COVID-19 emergency situation.

· Civilian Operations Commander’s Instruction 12/2018 on the SOP on Personal Data Processing.
· SOP on Personal Data Protection (2019/EULEX/0002-01).


	8. TIME LIMIT FOR STORING DATA

	Data, including health related data, collected in the context of the COVID-19 emergency situation is intended to be kept not longer than necessary for that specific purpose. The data should be retained only as long as the crisis situation related to the pandemic is upheld with the subsequent technical retention until the data is detected, destructed or anonymized.

The data is kept for the specific period as defined bellow:

· Data concerning contamination or risk factors provided by the prospective visitors (if any) prior to the meetings, held before confinement measures, are kept for 14 days (timeframe set and subsequently adjusted following guidelines of ECDC and WHO) unless it is necessary to keep this information longer for the purpose of the protection of public health.

· Data related to contract tracing is kept until follow-up safety or other measures are necessary.

· Emergency related medical information, including underlying health conditions as it is defined in the CivOpsCmdr instructions on vulnerable staff, and medical data on positive COVID-19 staff members will be retained as part o the medical filing system.

· Data controlled at the entry to the Headquarters for standard access control purposes is kept in accordance with the ordinary access control retention periods. 

In case of an accident, event or enquiry by local authorities, data subjects or other concerned individuals, the personal data will be preserved as long as the legal claims arising from the investigations expire or any follow-up action is due. This includes pending cases, appeals and court judgements to allow for the exhaustion of all legal remedies. The personal data should not be kept longer than 5 years after the judgement on the pending cases is final. 



	9. DATA PROTECTION CONTACT: MISSION DATA PROTECTION ADVISOR

	In case you have questions related to the protection of your personal data, you can also contact the Mission Data Protection Advisor (MDPA) – Legal Advisor at the functional mailbox of the mission;  MDPA@eulex-kosovo.eu
 

	10. RECOURSE

	You have at any time the right of recourse that you may send to the Head of the Mission within EULEX KOSOVO, with the MDPA (Legal Advisor) in copy.
 


